Internet
Safety

PROTECTING YOURSELF IN THE
DIGITAL WORLD
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Classroom /S
Agreements

Our class works the best when

we...
Raise hand before speaking
Avoid interrupting others
Don't eat in class

Turn off cellphones and put
them away

This Photo by Unknown author is licensed under CC BY-ND.



https://pursuit.unimelb.edu.au/articles/keeping-new-teachers-in-the-classroom
https://creativecommons.org/licenses/by-nd/3.0/

Course
Overview

Introduction and Social Networking
overview

Facebook-Online friendship
boundaries (Whatis appropriate?
What is inappropriate?)

Safe Practices- Scams, Predators

Safe Practices-Viruses



Shopping online

The Internet as a tool- Recreation, News, Education and
Employment

Course

O - Internet as a tool: Fact finding, reliable resources and
Ve I’VI eW plagiarism (stealing other people's words and using them

as your own)

Review




The Internet can be accessed In different ways.

How many can you name?
Computer
Laptop
Smart Phone

Kindle

Tablet
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¥ Itcan also be used
' for different things

Reading books

Recipes

Shopping

Budgeting

Watching videos and movies
Listening to Music

Playing games

Finding events to go to

Finding a job or volunteer opportunity
Chatting with friends
And more!!!




Today we will
begin to take a
look at Social
Networking


http://mcakins.com/2012/01/27/is-social-media-good-or-bad-for-society/
https://creativecommons.org/licenses/by-sa/3.0/

What is
Social
Networking?

Social networking is when
you use an application on a
smart phone, computer or
other device to interact with
people and or businesses.




Social networking Is a way
to reach out to other people

You can use it to keep in
touch with friends around the
world.

You can talk to other people
who share your interests.

You can share ideas and
advocate for things you care
about.

You can play games with
other people

and more...

However:
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parents

Adults and children need
to be aware It's not
always safe.

Not everyone online is a nice person.
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There are people who are up to no
good and want to take your money,
your stuff or you.

How can you keep yourself safe?

an average of

per year

sex offenders

This Photo by Unknown author is licensed under CC BY-NC-ND.



http://mitsueki.wordpress.com/2013/07/23/sexual-predator-jailed-4-12-years-for-abusing-underage-girls-from-facebook
https://creativecommons.org/licenses/by-nc-nd/3.0/

And It's easy to
fall into
disagreements
with friends

Even when you don't
mean to.




So, how do
we use Social
Media

responsibly?

And safely.

Before you speak

4= Is it True?
= Isit Helpful?
I=Isit Inspiring?

= Is it Necessary?
7%= Is it Kind?




How can YOU best keep yourself, your
Information and your identity safer?

N
AN D
SR ID FRAUD ON THE RISE
L oS e
&R Vo S X S, X
Q N&l-%l NQ\E&'l D E@N %T§Y |dentity fraud *Fraudsters
& \ icti _ > adapted to net
%ﬁQ&W\%@\I\}'&@@@:@ ncreased by ‘ ???pr: | LEInSN
N E;)éﬁ x@'&@ @i@ ,\\@f 8% more victims in 2017
‘Q‘@@%& %’%K&%@Q%@‘ rising to Y stealing
é‘Q}@%c@@@@Q@@ & 16.7 MILLION $16.8 BILLION
\'@'@%@\ %\‘?\é‘?@u&g . U.S. consumers from U.S. consumers
Q YO L ECE NN & 2
Q& NN Qv <O
NS E
S F G EE

& A Feg & & Fraudsters are getting more sophisticated in their attacks, using stealthier and more complex schemes

© 2018 Javelin Strategy & Research, Identity Fraud Study Independently produced by: JAVELl N



Visit -
ftc.gov/idtheft

To Learn More About Protecting Your identity
|dentity

Theft Who has my
) Nll?
precaUthnS informatio & Wy s



credit card numbers

parents work

W henever you sign up for
an account on any social
media site, you are agreeing
to allow them to use your
personal information. This
Includes what you are
looking at, and anything you
post, including your
photographs.

There is no way to set up an
account without clicking on
an agreement which allows
them to do this. It is the price
we pay for a free account.

Next are some ways you
can protect your account
from sources outside of the
soclal media site itself.




Can the Spam

Spam is not just a canned meat product.
ssage to lots
of people (usually strangers) generally trying to
sell you something. Usually this is in an Emalil
or Private message. Spam is generally email
advertising for some product sent to a long
mailing list or newsgroup.

Its best to delete these messages and not
open them. Some may contain computer
programs called Malware or Viruses. (Mal in
Latin means bad- basically it's a program that
goes into your computer to cause problems)

DO NOT SEND IT TO ALL YOUR FRIENDS
even if it tells you to- Its annoying. And do you
want to send your friends something that can
potentially harm their computer?




Don’t share personal
Information

« Some information like your
credit card, Birthday,
Mothers Maiden name,
Social security number,
bank account and State ID
number could allow
someone to pretend to be
you and use this information
to have access to your
money, open other accounts
In your name.



Lets explore a
website to see -5
how we can - =
keep our '
accounts safer.

https://usa.kaspersky.co
m/resource-
center/threats/facebook-

Identity-theft-prevention



http://wikivisually.com/wiki/User_talk:Martinevans123
https://creativecommons.org/licenses/by-sa/3.0/

My password
IS SO strong

No, we just
read it off the
sticky note
you have on
your monitor.

Don't share your
password

Your password
allows you to
access your
account. If you
share it with anyone
they can log in and
pretend to be you.

If you need a note

to remember it by,

keep it somewhere
safe.




Do not access or post in
someone else's account profile-
Always log out so no one can
use yours!

A Facebook profile is an individual's
personal account, where he or she can post
updates, upload photos, share videos,
maintain a friends list and provide personal
information.

Would you want someone else to pretend to
be you and speak for you?

Its like stealing someone else's identity.



Privacy
settings

o° General
£ Secunty

([ Privacy
I Timeline and Tagging
@ Elocking

£ Notifications
8| Mobie
E) Followers

&) Aops
() Ads

[F2 Payments

é Gifts

*:ﬂ Support Dashboard

he privacy of things vou share by using the audience

Privacy Settings and Tools
Who can see my stuff? Who can see your future posts?
same audience unless you change it

Who can look me up?

Close

‘ Edit

Be sure to set your privacy settings on your facebook account
to be in charge of who gets to see your information.



Firewall

A firewall is a program that runs on your
device that blocks most malware and
protects it from computer viruses which can
do damage to your device, collect data
Including passwords and bank or personal
Information. Think of them as a vaccine for
your device.

As mentioned before, Malware is a
program meant to steal information or harm
your computer. A computer virus is a type
of malware.

These need to be regularly updated as new
versions come out to protect your device
from new threats.




II Nothing you post Is
private

Don’t post anything you would not want
your parents, a child, or your boss to see.

People have lost jobs friends and
opportunities from posting things they
regret.

If you would not say it to someone
directly, it's not a good idea to post it.

Once it is posted, even if you delete it,
someone could have saved a screenshot




AVOID tHe
TEMPTATIONT

INFORM
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Lets watch a
short video
about
Internet
safety. It's
geared for
teens- but
most of It
applies to all
of us!
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Cyber bullying

Do not bully, harass or intimidate
otherpeople online. This is called
Cyber bullying.

Do not post pictures which
contain nudity, violence or sex.

These things will get your
account shut down and you. will
not be able to use facebook. In
some cases, it is also breaking
the law, and you could go to jail.

= *hace .:-l

It's just not right to do!




"Cyber bullying can make
you feel totally
overwhelmed which can
result in many feeling
embarrassed that they
are going through such a
knowing what support is
available to them."

Its important to tell
someone in your circle of
support if you are being
bullied.

Source:
https:/mwww.bullying.co.uk/cyberbullying/
effects-of-cyberbullying/




How you can support
someone being cyberbullied

Tell them that no one
deserves to be treated in
this way and that they
have done nothing wrong

Ensure that they know that
there is help available to
them

Encourage them to talk to
someone that they trust so
they feel they have
somewhere safe to go to

Encourage them to talk to
their parents/carers and if
this isn’t possible to write a
letter or speak to another
family member

Take screen shots of the
cyber bullying so that they
have proof this is
happening




» Report all abuse to the
relevant
networks by clicking on
the “report abuse”
button

Keep a diary so they
have somewhere safe
and private to write
down their innermost
thoughts and feelings
which will help to avoid
feelings bottling up

Give praise for being so
brave and talking things
through which will

Continued Cyberbully support hopefully empower them
to take responsibility

(from https://www.bullying.co.uk/cyb and get help
erbullying/effects-of-cyberbullying/)



http://www.bullying.co.uk/cyberbullying/what-to-do-if-you-re-being-bullied-on-a-social-network/

DEALING"WITH DIGITAL DRFIVIAS




Post as If someone was
posting about YOU

* Would you want someone sharing your story
without your permission?

* Do you want people talking about the
mistakes you made publicly using your name?

remember THINK from before? Its a good rule
to review before you hit POST.



Remember: Before you press POST
_ Bef ore you speak |

s it Helpful?

= Is it Inspiring?
= Is it Necessary*%

e =Isit Kind?




Do not make up stories about
yourself that are not true for
your profile

Putting false information on your profile is
against Facebook rules. Your account can be
shut down for it.

Your account can be shut down if you put
false information (also called Misrepresenting
yourself) on your profile.

Remember this saying: " Lies have fast little
legs, and have very sharp teeth. They will
catch you and bite you in the rear."

Yes, Actions have consequences. Adding a
lie on top of a mistake never makes the
consequences easy.




Hate Speech can get you
banned!

The following groups
are protected from
people making threats
about them based only
on the fact they are part
of one of these groups.



https://www.liberties.eu/en/news/online-hatespeech-racism-xenophobia-social-media
https://creativecommons.org/licenses/by-nc/3.0/

Protected classes

 Race - Civil Rights Act of 1964
* Religion — Civil Rights Act of 1964
* National origin — Civil Rights Act of 1964
* Age (40 and over) — Age Discrimination in Employment Act of
1967
 Sex — Equal Pay Act of 1963 and Civil Rights Act of 1964
* The Equal Employment Opportunity Commission interprets
'sex’' to include discrimination based on sexual orientation
and gender identity!?
* Pregnancy — Pregnancy Discrimination Act
o Familial status — Civil Rights Act of 1968 Title VIII: Prohibits
discrimination for having children, with an exception for senior

housing. Also prohibits making a preference for those with
children.

» Disability status — Rehabilitation Act of 1973 and Americans
with Disabilities Act of 1990

* \eteran status — Vietham Era Veterans' Readjustment
Assistance Act of 1974 and Uniformed Services Employment

0 T g and Reemployment Rights Act

s o L T o Y * Genetic information — Genetic Information Nondiscrimination

-y e Act

This Photo by Unknown author is licensed under CC BY-NC-ND.


https://en.wikipedia.org/wiki/Race_(human_categorization)
https://en.wikipedia.org/wiki/Civil_Rights_Act_of_1964
https://en.wikipedia.org/wiki/Religion
https://en.wikipedia.org/wiki/Civil_Rights_Act_of_1964
https://en.wikipedia.org/wiki/National_origin
https://en.wikipedia.org/wiki/Civil_Rights_Act_of_1964
https://en.wikipedia.org/wiki/Ageism
https://en.wikipedia.org/wiki/Age_Discrimination_in_Employment_Act_of_1967
https://en.wikipedia.org/wiki/Sex
https://en.wikipedia.org/wiki/Equal_Pay_Act_of_1963
https://en.wikipedia.org/wiki/Civil_Rights_Act_of_1964
https://en.wikipedia.org/wiki/Equal_Employment_Opportunity_Commission
https://en.wikipedia.org/wiki/Sexual_orientation
https://en.wikipedia.org/wiki/Gender_identity
https://en.wikipedia.org/wiki/Protected_group
https://en.wikipedia.org/wiki/Pregnancy
https://en.wikipedia.org/wiki/Pregnancy_Discrimination_Act
https://en.wikipedia.org/wiki/Family
https://en.wikipedia.org/wiki/Civil_Rights_Act_of_1968
https://en.wikipedia.org/wiki/Disability
https://en.wikipedia.org/wiki/Rehabilitation_Act_of_1973
https://en.wikipedia.org/wiki/Americans_with_Disabilities_Act_of_1990
https://en.wikipedia.org/wiki/Veteran
https://en.wikipedia.org/wiki/Vietnam_Era_Veterans%27_Readjustment_Assistance_Act_of_1974
https://en.wikipedia.org/wiki/Uniformed_Services_Employment_and_Reemployment_Rights_Act
https://en.wikipedia.org/wiki/Genetic_information
https://en.wikipedia.org/wiki/Genetic_Information_Nondiscrimination_Act
https://www.ohioemployerlawblog.com/2019/05/workplace-civility-shouldnt-be.html
https://creativecommons.org/licenses/by-nc-nd/3.0/

[l Scammers

A scammer is a person trying
to gain something of value from
you. Like Bank information,
Money , your information so
they can open a line of credit in
your name, even you.

There are many different
types of scammers on the
Internet.







Don'Y take the bait
Protect your financial
information.

Let's check out
another website.
Ten most
common scams
worldwide

https://nt.gov.au/law/crime/scam
s/ten-most-common-types-of-
scams



Wait! GO back. Let's follow the link that says "How to protect
yourself'

Hello!

As part of our security measures, we reqularly screen activity in the Facebook system. We recently
contacted you after noticing an issue on your account.

Spellin QOur system detected unusual Copyrnights activity linked to your Facebook account, please follow the link
K. P 9 bellow to fill the Capyright Law form:

http://www.facebook.com/application_form \ Links in email

— N —

Note: If you dont fill the application your account will be permanently blocked. \ Threats

e —

Regards,

Facebook Copyrights Department. \ Popular company

————

This Photo by Unknown author is licensed under


https://nt.gov.au/law/crime/scams/protect-yourself-from-scams
http://iiumcybersafe.blogspot.my/2015/07/how-does-phishing-email-look-like.html
https://creativecommons.org/licenses/by/3.0/

What
safety tips
do you
follow?

$tay Safe oniine

Remember the 5 SMART rules when using the internet and mobile phones.

'MWsafebybeingmMulmtmmmm

"/ information - such as your full name, email address, phone
number, home address, photos or school name — to people you are
chatting with online.

@) '3 Meeting someone you have only been in touch with online
dangerous. Only do so with your parents’ or carers’ permission |

andmnﬂlenonlywhanﬂnymbe

@mmum you find on the internet may not be true,
or someone online may be lying about who they are. Make sure you
check information before you believe it.

U318 Tell your parent, carer or a wmdadmifsomooneorsomeﬂling

o makes you feel uncomfortable or worried, or if you or someone you
know is being bullied online.

Find out more at Childnet’s website ...


http://samanthadehart.blogspot.com/2011/01/protect-your-privacy-online_15.html
https://creativecommons.org/licenses/by-nc-sa/3.0/

Google

Gmail ~

COMPOSE

Inbox
Starred
Important
Sent Mail
Drafts

» Circles &

The “Go To Facebook” link
goes to “icpnet.pl”, not
Facebook.

www.mepl user.icpnet.pl/alertly. html

Facebook Technical Support
tome v

GoToFaod)ookh See All Notifications |

Q
This email is clearly not from
Facebook.

=

11:25 AM (0 minutes ago) -~

Phishing

« There are several ways
your information can be
stolen. Phishing is when
someone comes up with a
scheme to get your private
Information such as bank or
credit card number to use
them to buy things or open
accounts in your name.



https://iiumcybersafe.blogspot.com/2015/08/phishing-links-check-it-before-you.html

Some emails from companies look real- but are fake.

Subject: Intuit Payroll Confirmation inquiry.
Date: Thursday, September 27, 2012 8:17:14 AM Pacific Daylight Time

From:| Intuit PaymentNetwork <lotusq260@realliving.com>
To:  CEED G- - vis.cdu>
Priority: High
- g ~Fromr/address doesn't match
purported sender.

Direct Deposit Service System information

Status update

Fake bank-account number,listed

Respective @i@ucdavis.edu
We received your payroll on September 27, 2012 at 1:14 AM EST. \

Funds will be withdrawn from the bank account number: 8 - 9513 on September 28, 2012.

o
o Amount to be withdrawn: $1,555.26
o Paychecks will be transferred to your es' accounts on: September 28, 2012
o Please review details of your payroll here.
i b ) Use of threats, .
Funds are typically processed before normal b{ http://kohimeka.hspps.net/wp-content/plugins/
accessible by 12 AM EST on the date funds ar: zloroomgnoo/igbprpre.htmi

Intuit must serve your payroll by 5 p.m. EST, two bankiffg days before your paycheck date or your employees
will not be paid regarding your schedule. QuickBooks ddes not proceed payrolls on weekends & federal
banking holidays. A list of federal banking free days canlbe downloaded at the Federal Reserve non-working
days schedule}.

Thank you for your business. “Hovering?/cursor,overlink:shows unexpected destination

Sincerely,
Intuit Payroll Support

f you agreed with terms of
aim your service or software.

s mentioned in your account. Please mi
ormational letters similar to this messag

IMPORTANT NOTICE: This notification is b
receiving marketing materials from Intuit

g sent to inform you of 2 ransa
5 YyOU Mmay continue to recef

a g Gmail: Email from Google

i Myfavs @ CPC/CPM @ News @M DvptHip W $$$ @ Traffic Generator @ EMS @l New Active @ NEWPTS @l PTS @ Mom

GM I l Welcome to Gmail

by Google

= v

| @ Other bookmarks

phishing page uses http, and gmail uses https,

A Google approach to email.

Gmail is a new kind of webmail, built on the idea that email can be smart and tackle this ;)
fun. After all, Gmail has:

Less spam
Keep unwanted messages out of your inbox with Google's innovative technology.

Mobile access
Read Gmail on your mobile phone by pointing your phone's web browser to http://gmail.com/app
. Learn more

Lots o
Cver 2757 272164 megabyteSia

messager

nd counting) of free storage so you'll never need to delete another

Latest News from the Gmail Blog B
on gmail.com this always changes , but

not on this phishing page

©2009 Google - Gmail for Organizations - Gmail Blog - Terms - Help

0 Gmail with your
Gouogle Account

Username: ‘ \

Password: |

[71 Remember me on this
computer.

| cannot access my account

Sign up for Gmail

About Gmail New features!




Do not allow a 3rd party
to remote into your
computer to fix it- this is
how they can see
everything you do online!
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This Photo by Unknown author is licensed under CC BY-NC-ND.

So now we know

1. Don't tell strangers who call
you any information about your
personal address, birthday,
credit card or bank card

2. Don't let them log into your
computer remotely. Microsoft
and the IRS will not call your
phone!! You will not go to jail for
hanging up.

3. Program the people you
know into your phone contacts.
If a number you do not know
shows up, do not answer it.

4. Be wary of fake emails. No
long lost relative you've never
heard of needs your bank info
to send you money.

5. If you are buying something
online, make sure it is a secure
site. (That the web address
begins with https://)



http://www.iblognet.com/8-safety-tips-when-making-online-transactions.html
https://creativecommons.org/licenses/by-nc-nd/3.0/

Whew! After all that you might
be a wondering "Is it worth it"

The internet can be used in a lot of great ways too.
What are your favorites?

Take the next 3 minutes to write down what you
use the internet for? Can you think of at least 3?

Lets take a few minutes and share them.




Though the internet has its dangers, it also
has its rewards.

Create your own event

Post selfies
Listen to Music
Share ideas

Advocate for causes you believe
In

Play games
Share resource information
Learn about local events

S
S
S

nare recipes
nare a poem

now off your art

Express your thoughts

Shop

Make friends

Keep in touch with distant
friends and relatives



What things
do you use

the Internet
for?




